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1. STAFF CONTACT DETAILS 
 

Greg Stephens (LIC) 9385-4739 QUAD2085 g.stephens@unsw.edu.au 

 
The preferred means of communication is via eMail.  eMail sent via Blackboard 
may not be dealt with on a daily basis whereas eMail to this address will be.  
Consultation times will be available on Blackboard. 
 
If you need to contact the School urgently you can contact the School Office on 
93855320. 
 
The course announcements page on the course website contains the various 
announcements made by the course convener from time to time.  It is assumed 
that you check the announcement page at least twice a week.  Important 
announcements may also be made in the weekly seminar. 
 
You should note that it is School policy to only respond to eMail messages that 
are clearly identifiable as having originated from legitimate accounts.  Legitimate 
eMail accounts are: 

• a UNSW student account, 
• an identifiable employer provided account, or 
• an identifiable ISP account (bigpond, optusnet, etc). 

 
Messages from Hotmail, Yahoo, Google and other similar services will not be replied 
to.  All students and staff are expected to use eMail responsibly and respectfully. 
 
 
2. COURSE DETAILS 
 
2.1 Teaching Times and Locations 
Thursday 6:00pm-9:00pm, Law Room 203. 
Laboratory location TBA. 
 
2.2 Units of Credit 
6 Units of Credits 
 
2.3 Summary of Course 
This course addresses the specific issues of how to preserve the evidentiary 
nature of the data collected during the security process and other investigations.  
The greater reliance on information resources by organisations and the increased 
access to digital technologies has led to an increase in reliance on digital evidence 
for the purposes of securing conviction of perpetrators in both business and 
criminal investigations. This course aims to review concepts, theory, 
methodologies and techniques discussed in the digital forensics literature and in 
current practice.  Case study exercises are used to provide you with a better 
understanding of computer forensic techniques used in practice. A particular 
emphasis of this course is the development of your critical thinking/awareness 
skills. 
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2.4 Course Aims and Relationship to Other Courses 
This course aims to review concepts, theory, methodologies and techniques 
discussed in the digital forensics literature and in current practice.  You will 
undertake case study exercises using the University's computing facilities and 
laboratories to provide you with a better understanding of computer forensic 
techniques used in practice. 
 
A particular emphasis of this course is the development of your critical 
thinking/awareness skills in order to ensure you are able to contribute, in an 
informed and flexible way, to discussions during the course, and later in your 
employment.  You are encouraged to relate theory to practice, with particular 
emphasis on reflections on your own experiences. 
 
This course addresses the specific issues of how to preserve the evidentiary 
nature of the data collected during the security process and other investigations.  
One group of courses offered by the School address issues relating to the 
provision of information systems, provision of IS infrastructure and the 
management of these resources and processes.  Another group of courses 
offered in the School address IS Security and Assurance issues.  The greater 
reliance on information resources by organisations and the increased access to 
digital technologies has led to an increase in reliance on digital evidence for the 
purposes of securing conviction of perpetrators in both business and criminal 
investigations. 
 
2.5 Student Learning Outcomes 

Students: 
1. Understand and apply the concepts and theory underlying digital forensics; 

2.  Demonstrate an understanding of, and use current methodologies for computer 
investigations, data acquisition, and crime / incident scene processing; 

3. Practice using the fundamental tools and techniques that underpin most of the 
automated tools used in digital forensic investigations; 

4. Analyse and validate forensic data; 

5. Recover graphics files, undertake an eMail investigation, and discuss the 
process for network forensics, and mobile devices; 

6. Refine their interpersonal skills particularly as they apply to group work; 

7. Develop their skills in generation of reports related to high-tech investigations; 

8. Summarise current research efforts in digital forensics; and 

9. Appraise the impact of digital forensics on organizations and society. 

 
2.6 Graduate Attributes 
 

Course Learning 
Outcomes ASB Graduate Attributes 

1, 2, 4, 9 1. Critical thinking and problem solving 

6, 7 2. Communication 
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6,8 3. Teamwork and leadership 

8, 9 4. Social, ethical and global perspectives 

1 - 9 5. In-depth engagement with relevant disciplinary 
knowledge 

6 - 9 6. Professional skills 

 
 
3. LEARNING AND TEACHING ACTIVITIES 
 
3.1 Approach to Learning and Teaching in the Course 
This course is developed and delivered within the context of the following learning and 
teaching philosophy. 
 
In addition to students learning the fundamental content of the course, the content is 
designed to foster critical thinking and to facilitate the acquisition of life-long learning 
skills.  The course and its delivery are designed with a view to assisting the 
development of problem solving skills. 
 
The role of the convenor of a course is to facilitate learning.  It is recognised that 
students are individuals who bring a diverse range of experiences, interests and 
abilities and that these aspects of the student will influence their own learning.  The 
responsibility for learning lies with the student.  The role of the convenor then, is to 
provide the environment within which students can participate and contribute, interact 
and experiment while adding to their own skills and knowledge.  An important element 
of such an environment is that students are encouraged to engage in cooperative 
learning in an enjoyable setting. 
 
Within the context of this philosophy students will be encouraged to participate, reflect 
on the material and to engage in meaningful debate with respect to the topics covered.  
It is essential that students prepare prior to lectures so that they are in a position to 
contribute to the class discussions.  One of the interesting aspects of information and 
communication technology studies is that there is rarely, if ever, one irrefutable correct 
answer to a problem - often the only answer is ‘depends’.  Students are encouraged to 
investigate and explore the contexts within which certain courses of action are 
preferable to others and to consider the situation where the best technical solution may 
not necessarily be the best solution given the constraints of the case at hand. 
 
Accordingly, assessment is weighted toward informed, reasoned and well-argued 
personal opinion based on the contextual factors and constraints presented in the 
various scenarios and is consequently, not based on the acquisition of knowledge 
alone. 
 
3.2 Learning Activities and Teaching Strategies 
The course has twelve topics which are addressed, in turn, over the twelve weeks of 
the course.  Each topic involves a set of required readings and exercises which you will 
work through.  These readings and questions, along with other relevant information are 
set out on the course website. The examination and assessments will assume you are 
familiar with these essential readings. 
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Each of the topics is addressed in the weekly seminars.  Each seminar is 3 hours long 
and will involve a wide variety of activities including presentations by the course co-
ordinator, individual and group exercises and class discussions, all centred on the topic 
at hand.  The seminars will be highly interactive and require that you have completed 
the readings and preparation as set out on the course website. 
 
 
4. ASSESSMENT 
 
4.1 Formal Requirements 
To receive a pass grade in this course, you must meet ALL of the following criteria:  

• Attain an overall mark of at least 50%. 
• Attend at least 80% of all scheduled classes. 
• Attain a satisfactory performance in each component of the course.  A mark of 

45 percent or higher is normally regarded as satisfactory. 
• Attain a mark of at least 45% in the final exam. 
• In the case of peer assessed group work, the mark assigned to each member 

of the group may be scaled based on peer assessment of each member's 
contribution to the task. 

 
The School reserves the right to scale final marks to a mean of 60%. 
 
It should be noted that group members are expected to work in an harmonious and 
professional fashion which includes adequate management of non-performing 
members. 
 
4.2 Assessment Details 
 

Assessment Task Weighting Learning Outcomes 
assessed 

ASB Graduate 
Attributes 
assessed 

Individual Mini Case Study 10 1, 2, 3, 4, 6, 7, 9 1-6 
Individual Assignment 25 1, 2, 3, 4, 5, 7 1, 2, 4, 5, 6 
Group Assignment 45 1 - 9 1 - 6 
Final Examination 20 1, 2, 3, 4, 7, 8, 9 1 - 6 
Total 100%   
 
The dates for submission of the assignments is provided in the Lecture Schedule 
presented at the end of this course outline.  A marking schedule/criteria will be 
published on the course website for the assignments. 
 
4.3 Assessment Format 
The assessment for this course is designed to help you maximise your learning 
opportunities. The assessment items require you to apply all the main knowledge and 
skills areas presented in the course to problems representing as closely as possible the 
real world problems encountered by managers of the security effort in organisations. In 
particular, they provide you with an opportunity:  

• to practice and improve your application of the concepts and theory 
underlying IS forensics; 
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• to practice and improve your application of the current methodologies used in 
IS forensic investigations; 

• to demonstrate your understanding of the techniques and methods for 
gathering and analysing IS forensic evidence; 

• to practice appraisal of the impact of IS forensics on organisations and society 
in general; 

• to develop your oral and written skills in evaluating and conveying arguments 
and issues in a high-tech environment; 

• to share ideas, knowledge and different perspectives during workshops and in 
the group assignment; 

• to receive on-going feedback on your learning; 

• to simulate, as far as possible, real-world problem solving and practice in an 
environment in which you are free to experiment and learn; and 

• to synthesise and integrate the core concepts and issues raised in the 
readings, lectures and workshops.  

A summary of the assessment tasks is provided here. Detailed explanations of each of 
the assignment tasks can be found with the assignment specification on the course 
website. 

Assessment Summary 

Item Weight Length Due 

Individual Mini Case 
Study 10 % 750 words* Week 3 Seminar 

Individual assignment 25 % 1,500 words* Week 6 Seminar 

Group Assignment 45 % 5,000 words* Week 11 Seminar 

Final examination 
(closed book) 20 % 1 hour Week 12 Seminar 

* Word Limit tolerance ± 10% 

 

Assignment Format 
Individual Mini Case Study 
Details will be available on the course web site. 

 

Individual Assignment 
Details will be published on the course web site. 

 

Group Assignment 
Details will be published on the course web site. 
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Approach to the assignment 
You will need to form into groups of 2 – 3.  All group members are to participate equally 
in the investigation and completion of the report.  A confidential peer assessment will 
be conducted at the conclusion of the assignment. 

Assignment details will be made available on the course website including the case 
study and a discussion environment to be used for clarification of requirements and 
other information.  This environment provides the opportunity for exchanging ideas 
between students as well as seeking help and guidance from staff.  Interactions in this 
environment will be monitored. 

Our experience is that group-work is mostly a very positive experience, particularly 
where groups have sufficient time and communication possibilities. You will have most 
of the Session to work together on this. If you require a group discussion facility within 
the course website, this can be arranged following consultation with the course 
coordinator. 

Your team is to work together on planning, analysing, developing, writing up, 
proofreading and editing your project report ready for submission. You are also jointly 
responsible for allocating relevant tasks including research, logistical and 
organisational duties. All team members should have a similar level of involvement in 
the research process and in the organization and writing of team reports. 

Marking criteria for the Group Assignment 

To be advised. 

More details regarding the mark assignment etc will be made available on the course 
website. 

 
4.4 Assignment Submission Procedure 
It is your responsibility to adhere to the procedures for submission of assignments 
otherwise a penalty may apply.  Assignments shall be lodged in class or using online 
facilities during the week (day and time) that they are due as indicated in the course 
schedule. 
 
4.5 Late Submission 
Late submission of assignments and class work will incur a penalty of 10 per cent of 
the maximum available mark per day including weekends and public holidays.  For 
example, an assignment worth 20% will always attract a 2-mark penalty per day.  An 
extension in the time of submission will only be granted under exceptional 
circumstances by the lecturer-in-charge.  In all cases documented evidence must be 
provided to support such an application. 
 
 
5. ACADEMIC HONESTY AND PLAGIARISM 
The University regards plagiarism as a form of academic misconduct, and has very 
strict rules regarding plagiarism. For UNSW policies, penalties, and information to help 
you avoid plagiarism see: http://www.lc.unsw.edu.au/plagiarism/index.html as well as 
the guidelines in the online ELISE and ELISE Plus tutorials for all new UNSW 
students: http://info.library.unsw.edu.au/skills/tutorials/InfoSkills/index.htm. 
To see if you understand plagiarism, do this short quiz: 
http://www.lc.unsw.edu.au/plagiarism/plagquiz.html 
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For information on how to acknowledge your sources and reference correctly, see: 
http://www.lc.unsw.edu.au/onlib/ref.html 
For the ASB Harvard Referencing Guide, see the ASB Referencing and Plagiarism 
webpage (ASB >Learning and Teaching>Student services>Referencing and 
plagiarism) 
   

6. COURSE RESOURCES 
Textbook 
Nelson, Bill; Phillips, Amelia; and Steuart, Christopher. 2010.  Guide to Computer 

Forensics and Investigations; Fourth Edition.  Thomson Course 
Technology. ISBN-13: 978-1-435-49883-9. 

You will require unimpeded access to the text throughout the course.  You will need to 
bring the text to the weekly seminars. 

Reference 
Vacca, John R.  2005.  Computer Forensics: Computer crime scene investigation. 

Second Edition.  Charles River Media.  ISBN: 1-5850-389-0. 

Recommended Reading 
Most weeks will involve one or more articles from academic journals, professional 
journals and other sources.  Some of these readings are considered essential and form 
a key component of the course.  Other readings are considered optional and are made 
available for those who wish to read a little further on the topic at hand. 

Both the essential and optional readings are listed on the topic pages on the course 
website.  Each reading is available electronically and can be accessed and 
downloaded from the relevant journal on the 'electronic journals' function the UNSW 
library Sirius system. (http://sirius.library.unsw.edu.au/). 

The readings from the text and essential readings are considered examinable. 

Course Website 
The course website is maintained on Blackboard.  The website includes all 
course materials. Blackboard site for this course can be accessed from the 
following log-in page at: 
http://lms-blackboard.telt.unsw.edu.au/webapps/portal/frameset.jsp 
 
Access to the course webpage is granted automatically when you enrol in the 
course via the UNSW online enrolment facility.  Please note that it may take up 
to 24 hours once you have enrolled for your access to Blackboard become 
available.  If you are experiencing difficulties accessing the course website 
please contact the course coordinator (via eMail is preferable). 
 
Blackboard eLearning support: 
To access the Blackboard online support site for students, follow the links from  
http://www.elearning.unsw.edu.au to UNSW Blackboard Support / Support for 
Students.  Additional technical support:  Email:  itservicecentre@unsw.edu.au; 
Ph: 9385 1333 
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7. COURSE EVALUATION AND DEVELOPMENT 
Each year feedback is sought from students about the courses offered in the School 
and continual improvements are made based on this feedback. In this course, we will 
seek your feedback through formal evaluation at the end of the session via CATEI.  
The feedback obtained in this evaluation will inform the development and delivery of 
the course in the future.  Previous feedback has resulted in more extensive use of the 
‘hand-ups’ in assessment and greater use of case-studies in the lecture. 

 

 
8. STUDENT RESPONSIBILITIES AND CONDUCT 
Students are expected to be familiar with and adhere to university policies in relation to 
class attendance and general conduct and behaviour, including maintaining a safe, 
respectful environment; and to understand their obligations in relation to workload, 
assessment and keeping informed. 

 
Information and policies on these topics can be found in the ‘A-Z Student Guide’: 
(https://my.unsw.edu.au/student/atoz/ABC.html). See, especially, information on 
‘Attendance and Absence’, ‘Academic Misconduct’, ‘Assessment Information’, 
‘Examinations’, ‘Special Consideration’, ‘Student Responsibilities’, ‘Workload’ and 
policies such as ‘Occupational Health and Safety’. 

 
8.1 Workload 
It is expected that you will spend at least ten hours per week studying this course. This 
time will be made up of reading, research, working on exercises and problems, and 
attending classes. In periods where you need to complete assignments or prepare for 
examinations, the workload will most likely be greater. 

 
Over-commitment has been a cause of failure for many students. You should take the 
required workload into account when planning how to balance study with employment 
and other activities. 

 
8.2 Attendance 
Your regular and punctual attendance at lectures and seminars is expected in this 
course. University regulations indicate that if students attend less than eighty per cent 
of scheduled classes they may be refused final assessment. 

 
8.3 Special Consideration and Supplementary Examinations 
You must submit all assignments and attend all examinations scheduled for your 
course. You should seek assistance early if you suffer illness or misadventure which 
affects your course progress.  

General Information on Special Consideration: 
For assessments worth 20% or more, all applications for special consideration must go 
through UNSW Student Central 
(https://my.unsw.edu.au/student/academiclife/StudentCentralKensington.html) and be 
lodged within 3 working days of the assessment to which it refers; 
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• Applications will not be accepted by teaching staff, but you should notify the 
lecture-in-charge when you make an application for special consideration 
through UNSW Student Central; 

• Applying for special consideration does not automatically mean that you will 
be granted a supplementary exam; 

• Special consideration requests do not allow lecturers-in-charge to award 
students additional marks. 

ASB Policy on requests for Special Consideration for Final Exams: 
The policy of the School of Information Systems, Technology and Management is that 
the lecturer-in-charge will need to be satisfied on each of the following before 
supporting a request for special consideration: 

1. Does the medical certificate contain all relevant information? For a medical 
certificate to be accepted, the degree of illness, and impact on the student, 
must be stated by the medical practitioner (severe, moderate, mild). A 
certificate without this will not be valid. 

2. Has the student performed satisfactorily in the other assessment items? 
Satisfactory performance would require at least 40% in each assessment item 
specified in the Course Outline and meeting the obligation to have attended 
80% of tutorials. 

3. Does the student have a history of previous applications for special 
consideration? A history of previous applications may preclude a student from 
being granted special consideration. 

Special Consideration and the Final Exam: 
Applications for special consideration in relation to the final exam are considered by an 
ASB Faculty panel to which lecturers-in-charge provide their recommendations for 
each request. If the Faculty panel grants a special consideration request, this will 
entitle the student to sit a supplementary examination. No other form of consideration 
will be granted. The following procedures will apply: 

1. Supplementary exams will be scheduled centrally and will be held 
approximately two weeks after the formal examination period. The dates for 
SISTM supplementary exams for session 1, 2011 are 13 July 2011  

2. If a student lodges a special consideration for the final exam, they are stating 
they will be available on the above dates. Supplementary exams will not be 
held at any other time. 

3. Where a student is granted a supplementary examination as a result of a 
request for special consideration, the student’s original exam (if completed) will 
be ignored and only the mark achieved in the supplementary examination will 
count towards the final grade. Failure to attend the supplementary exam will 
not entitle the student to have the original exam paper marked and may result 
in a zero mark for the final exam. 

If you are too ill to perform reasonably on the final exam, do not attend the final and 
apply for a supplementary instead. However granting of a supplementary exam in such 
cases is not automatic. If a student attends the regular final, s/he is unlikely to be 
granted a supplementary exam. 
The ASB’s Special Consideration and Supplementary Examination Policy and 
Procedures for Final Exams for Undergraduate Courses is available at: 
http://www.asb.unsw.edu.au/currentstudents/resources/forms/Documents/supplement
aryexamprocedures.pdf. 
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8.4 General Conduct and Behaviour 
You are expected to conduct yourself with consideration and respect for the needs of 
your fellow students and teaching staff.  Conduct which unduly disrupts or interferes 
with a class, such as ringing or talking on mobile phones, is not acceptable and 
students may be asked to leave the class. More information on student conduct is 
available at: https://my.unsw.edu.au/student/atoz/BehaviourOfStudents.html 

 
8.5 Occupational Health and Safety  
UNSW Policy requires each person to work safely and responsibly, in order to avoid 
personal injury and to protect the safety of others. For more information, see 
http://www.ohs.unsw.edu.au/. 

 
8.6 Keeping Informed 
You should take note of all announcements made in lectures, tutorials or on the course 
web site.  From time to time, the University will send important announcements to your 
university e-mail address without providing you with a paper copy.  You will be deemed 
to have received this information. It is also your responsibility to keep the University 
informed of all changes to your contact details. 

 
9. ADDITIONAL STUDENT RESOURCES AND SUPPORT  
The University and the ASB provide a wide range of support services for students, 
including: 

• ASB Education Development Unit  (EDU) 
http://www.asb.unsw.edu.au/learningandteaching/studentservices/Pages/defau
lt.aspx 
Academic writing, study skills and maths support specifically for ASB students. 
Services include workshops, online and printed resources, and individual 
consultations. EDU Office: Room GO7, Ground Floor, ASB Building (opposite 
Student Centre); Ph: 9385 5584; Email: edu@unsw.edu.au  

• Capturing the Student Voice:  An ASB website enabling students to comment 
on any aspect of their learning experience in the ASB. To find out more, go to 
the Current Students/Resources/Student Feedback page here. 

• Blackboard eLearning Support: For online help using Blackboard, follow the 
links from www.elearning.unsw.edu.au to UNSW Blackboard Support / Support 
for Students. For technical support, email: itservicecentre@unsw.edu.au;  
ph: 9385 1333 

• UNSW Learning Centre (www.lc.unsw.edu.au ) 
Academic skills support services, including workshops and resources, for all 
UNSW students.  See website for details. 

• Library training and search support services:   
http://info.library.unsw.edu.au/web/services/services.html  

• UNSW IT Service Centre: :  https://www.it.unsw.edu.au/students/index.html 
Technical support for problems logging in to websites, downloading documents 
etc.: UNSW Library Annexe (Ground floor); Ph: 9385 1333. 

• UNSW Counselling and Psychological Services  
(http://www.counselling.unsw.edu.au) 
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Free, confidential service for problems of a personal or academic nature; and 
workshops on study issues such as ‘Coping With Stress’ and ‘Procrastination’.  
Office:  Quadrangle Building, Level 2, East Wing; Ph: 9385 5418 

• Student Equity & Disabilities Unit (http://www.studentequity.unsw.edu.au) 
Advice regarding equity and diversity issues, and support for students who 
have a disability or disadvantage that interferes with their learning.  Office: 
Ground Floor, John Goodsell Building; Ph: 9385 4734   
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10. COURSE SCHEDULE 
 

Week 
Commencing 

Topic Chpt Due 

1 
28 Feb 

Computer Investigations 1, 2, 3  

2 
7 March 

Data Acquisition 4  

3 
14 March 

Processing Crime and Incident Scenes 5  

4 
21 March 

Digital Forensics Tools 6, 7, 8 Individual Mini 
Case Study 

5 
28 March 

Digital Forensics Tools cont. 6, 7, 8  

6 
4 April 

Digital Forensics Analysis and Validation 9  

7 
11 April 

Recovering Graphics Files 10 Individual 
Assignment. 

8 
18 April 

Network Forensics 11  

Mid Session Break 

9 
2 May 

eMail Investigations 12  

10 
9 May 

Mobile Device Forensics 13  

11 
16 May 

Report Writing for High-Tech 
Investigations 

14 Group 
Assignment. 

12 
23 May 

Expert Testimony and Ethics 
The future of Digital Forensics 

15, 16  

13 
30 May 

Review and Conclusion.  Final Quiz 

 
(Note: Material from more than one topic may be covered in a week’s lecture) 


